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1. Purpose 
This	policy	defines	how	digitastic.plus	Gesellschaft	für	digitale	Lösungen	GmbH	&	Co	KG	
(hereafter	'digitastic.plus')	collects,	processes,	stores,	uses,	shares,	and	disposes	of	data	
obtained	from	Amazon	in	compliance	with	the	EU	GDPR	and	BDSG.	

2. Scope 
This	policy	applies	to	all	Amazon-related	data	processed	by	digitastic.plus	through	the	fybu	
portal	(fybu.de),	including	transaction,	order,	financial,	and	account	information	received	
via	authorized	Amazon	APIs.	

3. Data Collection 
fybu	collects	Amazon	data	solely	to	enable	accounting	and	tax	automation	for	e-commerce	
merchants.	Data	is	retrieved	through	secure,	authorized	API	connections,	and	only	the	
minimum	data	required	for	accounting	is	collected.	

4. Data Processing and Usage 
Amazon	data	is	used	exclusively	for	accounting.	Processing	is	automated	within	secure	
systems.	Only	authorized	personnel	in	accounting	or	technical	support	can	access	data	
when	operationally	required.	

5. Data Storage and Security 
All	Amazon	data	is	encrypted	at	rest	(AES-256)	and	in	transit	(TLS	1.2+).	Access	control	
follows	the	principle	of	least	privilege	(PoLP)	with	MFA	and	RBAC	enforcement.	Data	is	
stored	within	the	EEA	to	comply	with	GDPR.	

6. Data Sharing 
digitastic.plus	does	not	share,	sell,	or	transfer	Amazon	data	to	third	parties.	Data	is	not	used	
for	marketing	or	profiling	and	remains	confined	to	authorized	employees	for	the	intended	
business	purpose	only.	

7. Data Retention and Disposal 
Amazon	data	is	retained	for	a	maximum	of	30	days.	After	this	period,	it	is	securely	and	
permanently	deleted	using	industry-standard	destruction	methods.	Deletion	logs	are	
maintained	for	audit	purposes.	



8. Data Access and Accountability 
Access	to	Amazon	data	is	logged	and	monitored.	Any	unauthorized	access	attempt	triggers	
alerts	and	investigation.	Employees	handling	such	data	are	under	confidentiality	
agreements	and	trained	in	GDPR	principles.	

9. Incident Response 
In	the	event	of	a	data	breach,	immediate	investigation	and	containment	are	initiated.	
Amazon	and	relevant	authorities	will	be	notified	promptly	in	accordance	with	GDPR	
Articles	33	and	34.	Notification	will	be	sent	to	security@amazon.com	along	with	a	
remediation	plan.	

10. Contact 
Data	Protection	Officer	(DPO)	
Email:	datenschutz@fybu.de	
Address:	digitastic.plus	Gesellschaft	für	digitale	Lösungen	GmbH	&	Co	KG,	Germany	

Summary of Core Practices 
Principle	 Implementation	

Data	Sharing	 None	

Retention	 30	Days	

Encryption	 At	Rest	(AES-256),	In	Transit	(TLS	1.2+)	

Access	 Authorized	Personnel	Only	

Disposal	 Secure	and	Permanent	

Jurisdiction	 EU	/	Germany	

	


